Simulation is a widely accepted means of analyzing systems that are too complex to model analytically. Most communications systems fall into this category. But simulation credibility suffers when a continuing verification and validation program is not undertaken, thereby diluting the value of analyses that simulations support-A primary goal of any verification and validation process should be to enhance both the correctness of a simulation and the confidence placed in its results. One challenge is to develop a process that is at the same time feasible and compatible w i t h an organization's needs, and can be applied to both existing simulations as well as new ones.
INTRODUCTION
Nonparametric multivariate statistical methods address a broad class of problems in data analysis in which the assumption of normality is not feasible, and where the data occur naturally as n-tuples (vectors) rather than scalar values. This is the data structure that is most common in the engineerhg sciences and, coincidentally, the least tractable. A computer-intensive approach to the analysis of these data, usually referred to as randomization or permutation procedures, will be the specific focus of this work. Tests based on permutations of observations are nonparametric tests. This study considers a multivariate extension of the well-known Kruskal-Wallis rank sum t a t as a method for hypothesis testing, a technique commonly employed for simulation validation. The test statistic investigated is a nonparametric analogue of the classical Hotelling T2 used for the normal theory model. This undertaking is part of a broader-based Army research program, the goal of which is to improve the ability of communications networks to deliver critical information on the battlefield when and where it is needed despite a rapidly changing and often hostile environment. It will also support the ongoing effort to formalize the validation process for network simulation that, in turn, provides the groundwork for exploring altematives and testing hypotheses throughout the research program. This formalization of the validation process can be readily transmitted to other organizations that rely on network simulations for their analyses.
LIMITED BANDWIDTH TACTICAL NETWORKS
The purpose of a network is to serve as a carrier of information from one point to another. On a limited bandwidth tactical network, the number of nodes and the amount of information to pass can be large, especially during peak battle periods. The effective dismbution of information can enhance the decision process on the battlefield, while the impact of making decisions from old information can be catastrophic (Ref. I).
To measure a network's effectiveness, one must determine whether the mesages the network services arrive at their destination correctly and in h e to be useful. The amount of correctly passed information is referred to as "network throughput," and the amount of time required to pass that information as "network delay." There are a number of parameters that can impact throughput and delay, for example, the number of messages to be transmitied, the size of the messages, the number of nodes on the network, the communications protocol, and the communications hardware. If the interaction of these network parameters is understood, the network's effectiveness can be optimized.
One way to examine the interaction of network parameters is through simulation. But communications protocols are often too complex to model precisely. The simulations often take required input, such as the probability two or more messages will collidee, the expected delay in message transmission, or the arrival rate of messages at a given node, and exhapolate those estimates to a large scenario of multiple nodes. These drastic assumptions, usually ma& to simplify the simulation, may actually resuit in 
be independent vector-valued random variables from continuous distributions with the cumulative distribution
. . , c, are arranged in ascending order, and R ij denotes the rank of X i j , the observation matrix X gives rise to a corresponding matrix of ranks
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The combined sample of these data is naturally represented as a matrix of observations of the form Each row of thls matrix is a random permutation of the integers 1, . . . , N , and thus R is a random marrix that
where X is a p x N (= Enk) matrix in which the columns are the vector-valued observations, i.e., ) 
should be close in value to the overall mean E i , where A test for H, based on the contrasts between the mean scores T! is intuitively appealing. The set of p (c -1 ) The experiment consisted of four nodes, each of which was a S U N workstation, communicating over a tactical network. Each contained a message driver, providing communications loading, and data collection software to log the sending and receipt of messages and acknowledgments as well as information on queues9 a!! depicted in Figure 1 . mcdems to enable communications via radios that could communicate in single-channel (SC) or in frequencyhopping 0 mode. It was decided to simulate only the SC capability. The modems allowed communication using a specified tactical net-sensing algorithm and communications protocol. To minimize error rates, the radios were placed no more than 3 ft apart and were, therefore, set to low power. Resistor loads were used in place of antennas to avoid interference. The analogous four-node simulation configuration utilizing the OPMT tool is represented in Figure 2 . Figure 3 depicts the structure of an individual tactical node. Each node R a s three processor modules, a queue module that performs the bulk of the channel-access processing, and a pair of radio receiver and transmitter modules.
The nodes were connected
The four message arrival rates emulated the rate of actual user generated messages and specific nodes' ability to respond to incoming messages. For the experiment, the arrival rate, A, represented the number of messagcgenerated during a 1-hr test cell and queued for transmission on the net, not the number of messages actually transmitted during the hour. A message was assumed to enter network service when it reached the "mesages" of character strings of a specified length and arrival rate over a 1-hr period. The simulation, then, had to accommodate varying message lengths and arrival rates.
Once the message was generated, the communications protocol added several layers of information to insure the message arrived at its destination. This included five error comtion/detestion bits for each seven-bit character, four synchronization characters, and a preamble to bring the transmitter to full power before the message was sent. Acknowledgments, though shorter in length, were wrapped with similar overfiead bits. In the experiment, the numbers of messages generated for transmission each hour by each node were assumed to be mutually independent Poissondistributed random variables with parameter, Ai. The messages were equally distributed among the four nodes. For example, if the arrival rate was 2,000 messageshour, the scenario generator created a file of 500 messages for each node. Each of these details was represented in the simulation. Thus, the simulation represented an actual system using a real and less-than-trivial protocol.
APPLICATION TO NETWORK SIMULATION VALIDATION
We consider the special case of comparing two systems (Le., "real-world" and simulated) on the basis of several carefully selected performance measures. We effect this comparison by determining whether F l ( x ) and F2(x) differ in location. The data consist of two independent vector-valued random samples. The k* random sample is of size nk, where k = 1, 2. Denote the empirical observations as X , j = 1, 2, 3 ; denote the simulated observations as Xj , j = 1, . . . , 7 . The total number of observations is N = n1 + n2 = 3 + 7 = 10. There are no missing observations or tied values to consider. Although data for a number of MOP were collected during the experiment, comparisons between empirical and simulation results were limited to network throughput, network delay, and utilization. These were the only measures that could be defined by continuous random variables.
Network throughput is the average numuer of information bits that were successfully transmitted and acknowledged over a one-hour test cell. Throughput does not include such overhead as the acknowledgments themselves or, in the event of collisions, message retransmissions. It does, however, include error detection/correction bits and synchronization characters.
Network delay is the average time that passes beween a message's arrival at a host's modem until the acknowledgment returns to the host.
Messages that were never completely serviced during the w i n g of a test cell were not considered im computing network delay.
Network utilization for a particular time interval is the amount of time spent Table 2 . The null hypothesis was rejected for six of the eight test conditions. The conditional rejection region However, exploratory data analysis suggested a correlation structure among the three variates. This was expected from theoretical considerations of the communications network. This structure is not incorporated in the Chung and Fraser statistic and may account for the observed differences.
SUMMARY
As reliance upon computer simulations to model processes tha& resist analytical description increases, so does the need to validate the simulations themselves. An impartial approach to simulation validation is through statistical hypothesis testing. In this paper, an application of a nonparametric multivariate pmedure to assess the validity of a communications network simulation model, whose intent is to emulate a limited bandwidth combat radio net, is detailed. The procedure, sometimes described as a permutation or randomization test, offers considerable flexibility to the analyst charged with maintaining the fidelity of the modeling effort,
